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Systems Programming 

Linux/Unix Commands 
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Linux/Unix Pipes , Grep & 

Sort Command 

• The symbol '|' denotes a 

pipe 

• Used to run two or more 

commands consecutively 

at the same time  

• E.g. to show you only one 

scroll length of the 

content of  a file at a time 
• cat filename | less 

• cat Filename | pg 

or 
• cat Filename | more 

 

 

http://cdn.guru99.com/images/Piping.png
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The 'grep' command 

• scans the document for the 

desired information and present 

the result in a format you want 

• Options: 

•  -v Shows all the lines that do not 

match the searched string 

• -c  Displays only the count of 

matching lines 

• -n Shows the matching line and its 

number 

• -i Match both (upper and lower) case 

• -l Shows just the name of the file with 

the string 

 

http://cdn.guru99.com/images/Grep_command.png
http://cdn.guru99.com/images/grep_-i.png
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The 'sort' command 

• sort Filename 

• sorts out the contents of 

a file alphabetically 

• Options: 

• -r Reverses  sorting 

• -n Sorts numerically 

• -f Case insensitive 

sorting  

 

View the contents of file ‘abc’ : 

Sort the contents of file ‘abc ’: 

shows reverse sorting of the contents 
in file 'abc‘ : 

http://cdn.guru99.com/images/cat_abc.png
http://cdn.guru99.com/images/sort_abc.png
http://cdn.guru99.com/images/sort_-r_abc(1).png
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Filter 

• Filter is the output from first command 

which becomes the input for the next 

command 

e.g. 

cat sample | grep -v a | sort - r 

• highlight only the lines that do not contain 

the character 'a', but the result should be in 

reverse order  

http://cdn.guru99.com/images/Filter(1).png
http://cdn.guru99.com/images/cat_sample.png
http://cdn.guru99.com/images/empirical_usage.png
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Regular Expressions 

• special characters which help 

search data, matching complex 

patterns. Regular expressions are 

shortened as 'regexp' or 'regex‘ 

• Types: 

• Basic regex 

• Interval regex 

• Extended regex 
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Basic Regular Expression 

• Some of the commonly used commands with 

Regular expressions are tr, sed, vi and grep . 

Listed below are some of the basic Regex. 

 Symbo
l 

Descriptions 

. replaces any character 

^ matches start of string 

$ matches end of string 

* matches up zero or more times the preceding character 

\ Represent special characters 

() Groups regular expressions 

? Matches up exactly one character 
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Basic Regex: Example 

Execute cat sample to see 
contents of an existing file 

Search for content containing letter 'a'. 

'^' matches the start of a string.  

Select only those lines that end 
with t using $ 

http://cdn.guru99.com/images/regex1.png
http://cdn.guru99.com/images/regex2.png
http://cdn.guru99.com/images/regex3.png
http://cdn.guru99.com/images/regex5.png
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Interval Regular expressions 

• They tell us about the number of occurrences 

of a character in a string.  

Expression Description 

{n} Matches the preceding character appearing 
'n' times exactly 

{n,m} Matches the preceding character appearing 
'n' times but not more than m 

{n, } Matches the preceding character only when 
it appears 'n' times or more 

To check that the character 'p' appears exactly 2 times in a string one after 
the other.: 
 cat sample | grep -E p\{2} 
 
 

http://cdn.guru99.com/images/regex7.png
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Extended regular expressions 

• contain combinations of more than one 

expression 

 Expression Description 

\+ Matches one or more occurrence of the previous character 

\? Matches zero or one occurrence of the previous character 

Searching for all characters 't' 

to filter out lines where character 
'a' preceeds character 't' 
We can use command like 
cat sample|grep "a\+t" 

http://cdn.guru99.com/images/regex8.png
http://cdn.guru99.com/images/regex9.png
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Brace expansion 

• The syntax for brace expansion is either a sequence or a 

comma separated list of items inside curly braces "{}". The 

starting and ending items in a sequence are separated by two 

periods "..". 

• The echo command creates strings using the brace expansion 

http://cdn.guru99.com/images/brace_expansion.png
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Environment Variables 

• Dynamic values which affect the processes or 

programs on a computer 

• Exist in every operating system; types may vary 

• Can be created, edited, saved and deleted 

• Gives information  about the system behavior 

• Example: 

• $LANG environment variable stores the value of the 

language that the user understands. This value is 

read by an application such that a Chinese user is 

shown a Mandarin interface while an American user 

is shown an English interface 
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Environment Variables 

Variable Description 

PATH This variable contains a colon (:)-separated list of directories in 
which your system looks for executable files. 

  

 

When you enter a command on terminal, the shell looks for the 
command in  different directories mentioned in the $PATH 
variable. If the command is found , it executes. Otherwise, it 
returns with an error 'command not found'. 

USER The username 

HOME Default path to the user's home directory 

EDITOR Path to the program which edits the content of files 

UID User's unique ID 

TERM Default terminal emulator 

SHELL Shell being used by the user 

Environment variables govern behavior of programs in your Operating System 

http://cdn.guru99.com/images/echoPath.png
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Creating New Variables 

• variables 

are case-

sensitive 

and 

usually 

they are 

created in 

upper 

case. 

• E.g. 

• VARIABLE_NAME= variable_value 

 

http://cdn.guru99.com/images/New_variable.png
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Deleting vatiables 

• Unset VARIABLENAME 

• This would remove the Variable and its value 

permanently 

http://cdn.guru99.com/images/unset.png
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Environment Variable 

Command Description 

echo $VARIABLE To display value of a variable 

env Displays all environment variables 

VARIABLE_NAME= 
variable_value 

Create a new variable 

unset 

  

Remove a variable 

export Variable=value To set value of an environment variable 
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Communication in 

Linux/Unix  

• While working on a Linux operating system you may 

need to communicate with other devices. For this, 

there are some basic utilities that you can make use 

of. 

• These utilities can help you communicate with: 

• networks, 

• other Linux systems 

• and remote users 

•  So, let us learn them one by one 
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Ping 

• This utility is commonly used to 

check whether your connection 

to the server is healthy or 

not.This command is also used 

in - 

• • Analyzing network and host 

connections 

• • Tracking network performance and 

managing it 

• • Testing hardware and software 

issues 

 

 

ping 172.16.170.1 

ping www.google.com 

• The system has sent 64 bytes data packets to the IP Address (172.16.170.1) or 

the Hostname(www.google.com). If even one of data packets does not return or 

is lost, it would suggest an error in the connection. Usually, internet 

connectivity is checked using this method 

• You may Press Ctrl + c to exit from the ping loop. 

http://cdn.guru99.com/images/ping.png
http://cdn.guru99.com/images/ping_hostname.png
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FTP 

• FTP is file transfer protocol. It's the most 

preferred protocol for data 

transferamongst computers. 

• You can use FTP to - 

• • Logging in and establishing a 

connection with a remote host 

• • Upload and download files 

• • Navigating through directories 

• • Browsing contents of the directories 
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FTP syntax 

• ftp 

• Once you enter this 

command, it will ask 

you for 

authentication via 

username and 

password 

 

http://cdn.guru99.com/images/FTP_login.png
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FTP actions 

Once connection is established and you are logged in , you may 

use the following commands to perform different actions 

 
Command Function 

dir Display files in the current directory of 
remote computer 

cd "dirname" change directory to "dirname" on remote 
computer 

put file upload 'file' from local to remote computer 

get file Download 'file' from remote to local 
computer 

quit Logout 
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FTP actions 

http://cdn.guru99.com/images/ftp_commands1.png
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Telnet 

• Telnet helps to - 

• connect to a remote Linux computer 

• run programs remotely and conduct administration 

• This utility is similar to the Remote Desktop feature found in Windows 

Machine. 

• Telnet syntax: 

• telnet 

• Example: 

• telnet localhost 

• Once authenticated, you can execute commands just like you 

have doing so far, using the Terminal. The only difference is, 

if you are connected to a remote host, the commands will be 

executed on the remote machine ,and not your local machine. 

• You may exit the telnet connection by entering the command 

'logout' 
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SSH (Secure shell) 

• used to securely connect to a 

remote computer.  

• Compare to Telnet , SSH is secure 

wherein the client /server 

connection is authenticated using 

a digital certificate and passwords 

are encrypted.  

• it's widely used by system 

administrators to control remote 

Linux servers. 

• syntax : 

• SSH username@ip-address or 

hostname 

• Once your are logged in , you can 

execute any commands that you 

do in your terminal 

 

http://cdn.guru99.com/images/11-Feb-13_3-24-15_PM.png
http://cdn.guru99.com/images/11-Feb-13_3-24-50_PM.png
http://cdn.guru99.com/images/11-Feb-13_3-25-12_PM.png
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Managing Processes in 

Linux/Unix 

• any command that 

you give to your 

Linux machine 

starts a new 

process. 

• It's possible to have 

multiple processes 

for the same 

program 

 

http://cdn.guru99.com/images/whatisprocessid.jpg
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Process Types 

• Foreground Processes: They run on 

the screen and need input from the 

user. For example : Office Programs 

• Background Processes: They run in 

the background and usually do not 

need user input. For example 

Antivirus. 
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Running a Process 

• Foreground process: 
• run it from the dash board or; 

• run it from the terminal. 

• When using the Terminal, you will have to wait, until the 

foreground process runs. 

• Background process 
• If you start a foreground program/process from the 

terminal, then you cannot work on the terminal, till the 

program is up and running. 

• Certain, data intensive tasks take lots of processing power 

and may even take hours to complete. You do not want 

your terminal to be held up for such a long time. 

• To avoid such a situation, you can run the program and 

send it to the background so that terminal remains 

available to you.  Let's learn how to do this - 
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Managing processes: 

“fg” command  

• You can use the command 

"fg" to continue a program 

which was stopped and bring 

it to the foreground.  

• The simple syntax for this 

utility is: 

• fg 

• Example 

• Launch  'banshee' music player 

• Stop it with the 'ctrl +z' 

command 

• Continue it with the 'fg' utility. 

 

http://cdn.guru99.com/images/bg.jpg
http://cdn.guru99.com/images/fg.png
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Managing processes: 

“Top” command 

• This utility tells 

the user about 

all the running 

processes on the 

Linux machine 

• Press 'q' on the 

keyboard to 

move out of the 

process display. 

http://cdn.guru99.com/images/top.png
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Running processes: 

Terminology 

Field Description Example 1 Example 2 

PID The process ID of each task 1525 961 

User The username of task owner Home Root 

PR Priority 

Can be 20(highest) or -20(lowest) 
20 20 

NI The nice value of a task 0 0 

VIRT Virtual memory used (kb) 1775 75972 

RES Physical memory used (kb) 100 51 

SHR Shared memory used (kb) 28 7952 

S Status 

There are five types: 

          'D' = uninterruptible sleep 

          'R' = running 

          'S' = sleeping 

          'T' = traced or stopped 

          'Z' = zombie 

S R 

%CPU % of CPU time 1.7 1.0 

%MEM Physical memory used 10 5.1 

TIME+ Total CPU time 5:05.34 2:23.42 

Command Command name Photoshop.exe Xorg 

http://www.guru99.com/photoshop-tutorials.html
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“PS” Command 

• This command stands for 'Process Status'.   

• similar to the Windows  "Task Manager"  

• similar to 'top' command but the information displayed is different. 

• To check all the processes running under a user, use the command - 

• ps ux 

 

 

 

 

You can also check the process status of a single process , use the 

syntax - 

ps PID 

 

 

http://cdn.guru99.com/images/ps.png
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“kill” Command 

• This command terminates a running processes on a Linux machine. 

• In order to use  this utility you need to know the PID (process id) of 

the process you want to kill 

• Syntax - 

• kill PID 

• To find the PID of a process simply type 

• pidof  Processname 

 

http://cdn.guru99.com/images/kill.png
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NICE 

• Linux can run  a lot of processes at a time ,which can slow down the speed 

of some high priority processes and result in poor performance. 

• To avoid this, you can tell your machine to prioritize processes as per your 

requirements 

• This priority is called Niceness in Linux and it has a value between -20 to 

19. The lower the Nicenessindex the higher would be priority given to that 

task. 

• The default value of all the processes is 0. 

• To start a process with a niceness value other  than the default value use 

the following syntax 

• nice -n 'Nice value' process name 

• If there is some process already running on the system then you can 

'Renice' its value using syntax. 

• renice 'nice value' -p 'PID' 

• To change Niceness you can use the 'top' command to determine the PID 

(process id) and its Nice value.  Later use the renice command to change the 

value. 

http://cdn.guru99.com/images/changing_niceness.png
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“Niceness” –  

Illustration 

http://cdn.guru99.com/images/renicing.png
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df 

• reports the free disk space(Hard Disk) 

on all the file systems 

 

 

• If you want the above information in a 

readable format , then use the command 

• 'df -h'  

 

http://cdn.guru99.com/images/df.png
http://cdn.guru99.com/images/df-h.png
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free 

• shows the free and used memory (RAM) 

on the Linux system 

 

 

• You can use the arguments 

• free -m  to display output in MB 

• free -g  to display output in GB 

 

http://cdn.guru99.com/images/free.png
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The VI Editor 

• the vi editor is the most popular and classic text 

editor in the Linux family 
• It is available in almost all Linux Distributions 

• It works the same across different platforms and Distributions 

• It is user friendly. Hence,  millions of Linux users love it and use 

it for their editing needs 

• Advanced versions of the vi editor  
• VIM (Vi Improved), Elvis, Nvi , Nano and Vile.  

• vi is feature-rich and offers endless possibilities to 

edit a file. 

• vi operation modes: 
• Command mode 

• Insert mode 
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vi operation modes 

• Command mode: 
• The vi editor opens in this mode and only understands commands 

• In this mode , you can , move the cursor and cut, copy, paste the text 

• This mode, also saves the changes you have made to the file 

• Commands are case sensitive .You should use the right letter case 

• Insert mode: 
• This mode is for inserting text in the file 

• You can switch to the Insert mode from the command mode  by 

pressing 'i' on the keyboard 

• Once you are in Insert mode, any key would be taken as an input for 

the file on which you are currently working. 

• To return to the command mode and save the changes you have made 

you need to press the Esc key 
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Starting the vi editor 

• Open the Terminal (CLI) 

and type 

• vi <filename_NEW> or 

<filename_EXISTING>  

•  If you specify an existing 

file then the editor would 

open it for you to edit. 

Else, you can create a 

new file 

http://cdn.guru99.com/images/Creating_a_new_file.png
http://cdn.guru99.com/images/Creating_a_new_file.png
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Starting the vi editor 

• Open the Terminal (CLI) 

and type 

• vi <filename_NEW> or 

<filename_EXISTING>  

•  If you specify an existing 

file then the editor would 

open it for you to edit. 

Else, you can create a 

new file 

http://cdn.guru99.com/images/Creating_a_new_file.png
http://cdn.guru99.com/images/Creating_a_new_file.png
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vi Editing commands 

• Note: You should be in the "command mode" to execute these commands. VI editor is case-

sensitive so make sure you type the commands in the right letter-case. 

 

 

Keystrokes Action 

i Insert at cursor (goes into insert mode) 

a Write after cursor (goes into insert mode) 

A Write at the end of line (goes into insert mode) 

ESC Terminate insert mode 

u Undo last change 

U Undo all changes to the entire line 

o Open a new line (goes into insert mode) 

dd 

3dd 
Delete line 

Delete 3 lines. 

D Delete contents of line after the cursor 

C Delete contents of line after the cursor and insert new text. Press esc key to end insertion. 

dw 

4dw 
Delete word 

Delete 4 words 

cw Change word 

x Delete character at cursor 

r Replace character 

R Overwrite characters from cursor onward 

s Substitute one character under cursor continue to insert 

S Substitute entire line and begin to insert at beginning of the line 

~ Change case of individual character 
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Moving within a file 

• You need to be in the command mode in order to move within a file. The 

default keys for navigation are mentioned below else, you can also use 

the arrow keys on the keyboard. 

 

 
Keystroke Use 

k Move cursor up 
j Move cursor down 
h Move cursor left 
l Move cursor right 
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Saving and Closing the file 

• You should be in the command mode to exit the editor and 

save changes to the file 

 

Keystroke Use 

Shift+zz Save the file and quit 

:w Save the file but keep it open 

:q Quit without saving 

:wq Save the file and quit 
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