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Best Practices

Quality & Control Models Process Frameworks

e ISO 900x o IT Infrastructure Library

e ISO 2000 e Application Service Library
o COBIT e Gartner CSD

e TOM e IBM Processes

e EFQM e EDS Digital Workflow

e Six Sigma e Microsoft MOF

e COSO e Telecom Ops Map

e Deming e efc..

e etc..

s\What IS not defined cannot be

\What IS not cannot be measured
\What IS not measured cannot be
Define  -- Improve

Measure -- Control And Stabilize



ISO 900x

A set of international standards on quality
management and guality assurance
developed to help companies effectively
document the guality system elements to be

Implemented to maintain an efficient guality
system.

= |SO 9000 deals with the fundamentals of quality
management systems

= |SO 9001 deals with the requirements that

organizations wishing to meet the standard must
fulfill.



1ISO 2000

= [SO 2000 is a set of standards relating to
guality management systems designed to
assist organizations while ensuring the
needs of customers and other

stakeholders.



TQM

= Total Quality Management (TQM) is a
comprehensive and structured approach
to organizational management that seeks
to iImprove the quality of products and
services through ongoing refinements in
response to continuous feedback



EFQM

= The EFQM Excellence Model is a non-
prescriptive framework for organizational
management systems, promoted
by EFQM (formerly known as the
European Foundation for Quality
Management) and designed for helping
organizations in their drive towards being
more competitive.



Six Sigma

= SiIX Sigma seeks to improve the quality
of process outputs by identifying and
removing the causes of defects (errors)
and minimizing variability In
manufacturing and business processes.



IT Governance Model

Audit Models
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Committee of Sponsoring Organizations
(COSO) - The Components

Monitoring

» Assess control system
performance over time

» Ongoing and separate
evaluations

* Management and
supervisory activities

Information and
Communication

* Relevant information
identified, captured and
communicated timely

» Access to internal and
externally generated
information

* Information flow allows
for management action

Control Environment

Control Environment
« Sets “tone at the top”

* Foundation for all other
components of control

* Integrity, ethical values,
competence, authority,
responsibility

Control Activities

* Policies that ensure
management
directives are carried
out

* Approval and

authorizations,
verifications,
evaluations,
safeguarding assets
security and
segregation of duties

Risk Assessment

* Identify and analyze
relevant risks to
achieving the entity’s
objectives



COSO Enterprise Risk
Management (ERM) Model

Graphical Representation
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The COSO ERM Framework

= Entity objectives can be
viewed in the context of four

categories
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Risk Assessment
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Risk Response

= ERM considers activities at
all levels of the organization i
+ Enterprise-level |
+» Division or subsidiary
+» Business unit processes

Source: COSO Enterprise Risk Management Framework; Draft Version, July 2003




CobIT:
Control Objectives for IT

2 CoblT is an open standard control framework
for IT Governance with a focus on IT Standards
and Audit

- Based on over 40 International standards and
is supported by a network of 150 IT
Governance Chapters operating in over 100
countries

- CoblT describes standards, controls and
maturity guidelines for four domains, and 34
control processes




The CobiT Cube
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CobiT Domains

Plan &
Organize

(PO Process Domain)

= Acquire & Implement

(Al Process Domain)

Monltor
Deliver & Support

(DS Process Domain)



CobiT Processes by Domain
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The 34 Defined CobiT Processes

1 AND ORCANISATION DELIVEEY AND SUPPORT
\. POl  Defme a Smategc IT Plan D51 I:Ilaﬁmmi"rizmgesﬂ'l.m:elwels
P02  Defme the [nfometon Architere D52  Mamape Thord-Party Sarvices
P03 Detenmme Techrological Directon D5}  Mamape Performamce and C
P04  Defme the [T Orpamsation and Belationships D54  Ensure Cootnuous Semvige
PO5  Manage the [T Investment D55  Ensure Sysiens Secumty
POT  Manage Human Pesources D57  Educate md Train Users
P08 Ensare Complimnce with External Fequirements D58 Assist and Adwise Customers
PO Aszzess Fisks D50 Mmage e I:mligumum
Manage Crality 'I'TIJJIEE
D512  Mamape Facilities
2 TSITION AND IMPLEAFNTATION DS13  Manape Operations
All  Idemtify Aatomated Solutions
AT} Acquire and Mamtain ication Software M[H:'IIIEE]]\'G_
A2 Aszess Imernal Comirel Adaquacy




h° ’ c°b| I deals with information bﬂiﬂg relevant
and pertinent to the business process

as well as being delivered 10 a fimely,

P" l ' correct, consistent and usable manner.
nc p .s concerns the provision of information

through the optinal (most productive
and economical) use of resources.

concemns the protection of sensitive
mformation from vnautherised disclo-
sure.

relates to the accuracy and complete-
ness of information as well as to ifs
validity in accordance with business
values and expectations.

relates to information being available
Auailability when required by the business process
now and in the future. It also concerns
the safeguarding of necessary
resources and associated capabilities.

deals with complying with those laws,
regulations and contractual arrange-
ments to which the business process is
subject, 1.2, externally imposed busi-
ness criteria.

Reliability of relates to the provision of appropriate

Information mformation for management to oper-
ate the enfify and for management to
exercize its financial and compliance
reporting responsibilities.



|| || ||
Positioning the
Framewo rks CMM = capability maturity model

Specific CobiT = Control Objectives for
@ Information and Related
Technology
(ITIL) Wb ITIL = IT Infrastructure Library
O 20000 TCO = total cost of ownership
ISO 20000 = IT service mgt standard
- @ ISO 9000 = quality mgt standard

Relevance People CM
Point solutions are W
useful, but a broader,
holistic approach to 150 9000
process and quality National Award
improvement is
POWERFUL.

Holistic corecards

Low Level of Abstraction High




Process Framework - ITIL

ITIL Is a best-practice process framework.
Service delivery
Service support
Others (application management, Security management)

Initiated by the U.K.'s gevernment Central Computing
and Telecommunication Agency (CCTA). CCTA Is
merged intoe the Office ofi Government Commerce.

Shows the goals, general activities, inputs and eutputs of
the various pProcCesses.

[DOES not “cast In Stene™ eveny action you should de on a
day-to-day basis.
ITIL Refresh or “Version 3" Is in delivered.



Hype Surrounding ITIL

ITIL makes the business
love the IT group!

ITIL is easy! IT Operations Management Hype Cycle
Buy our toel and have ITIL!  vswi

! o/ITIL 2005
Everybody is deing It ...
ITIL 2006 . .
VWhat's next ...

Technology ﬁﬁlﬂi;j _ Trough of [MECETN
el

I'TIE cures cancer! B s Ol
ITIL selves world hunger!



ITIL: The and the

= Service Delivery:

Core Benefits:

= Service-level Standard process language
Management Emphasis on process vs. technology
= Financial management Process integration
= Capacity management Stan_da_rdlzatlon enables cost and
: = quality improvements
= | service continuity. Eocus on customer

Availability management
= Senvice SUpport:

= |ncident management Limitztlons:
Not a process Improvement
= Problem management methodology
= Change management Specifies "what" but not "how"
- Configuration Doesn't cover all processes

management Doesn't cgver orgar_nz_atlon |ssue§
Hype driving unrealistic expectations

Release management
5 Service besk



Assuming Tools Will Solve
Your Problems

"Man is a tool-using animal. Nowhere do you find him without tools;
without tools he is nothing, with tools he is all." (Thomas Carlyle)

Be wary of vendor hype
[Focus on process first
Jools can be enablers or inhibitors

Assess capabllities of your
current tools

Review new tools where they
would pay significant dividends

Buy what you need, as you need it




